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1. JOHDANTO

Tama dokumentti kuvaa VETUMA-rajapinnan sanomaesimerkkeja. Dokumentti on VETUMA-
palvelu — Kutsurajapinnan maarittely —dokumentin liite 2.

Viestiesimerkkien MAC kentissa ei ole merkitsevaa onko Kirjaimet isoilla vai pienilla
kirjaimilla. FORM tietoelementeissa merkitsevid ovat ainoastaan kentén nimet (name) ja arvot
value). Esimerkiksi FORM elementin type="hidden" maéarityksella ei ole merkitystd MAC
laskentaan eikd ko. maaritys ole mukana tdmén dokumentin esimerkeissa.

Dokumentissa ei pyritd kuvaamaan kaikkia eri VETUMA-rajapinnan viestivaihtoehtoja, vain
riittdvan kattava otos rajapinnan kéayttoa helpottamaan.

1.1 Parametrit
Taman dokumentin esimerkeissé on kaytetty seuraavien taulukoiden mukaisia parametreja, ellei
toisin ole mainittu.

1.1.1 Tunnistaminen

Parametri Arvo

Algoritmi SHA-256

RCVID "TESTIASIAKAS11”

APPID ”VETUMA-APP2”

AP “"TESTIASIAKASL”

Jaettu salaisuus | ""TESTIASIAKAS11-
617DC7C1714500BB7837C0B9486B67405FC66B0687C599E
2400B57F10FOE1660"

1.1.2 Maksaminen

Parametri Arvo

Algoritmi SHA-256

RCVID “"TESTIASIAKAS11”

APPID ”PAYMENT-APP1”

AP “"TESTIASIAKASL”

Jaettu salaisuus ;;EggéggéézégiéC_28355500CAA709837EA43BC2E591ABF29FEE5
EAFE4ADCBFA35"
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1.2 Tiivistefunktioiden testiarvot

Seuraavassa taulukossa on laskettu eri tiivistefunktioilla testiarvoja esimerkki merkkijonoille.
Arvoja voidaan kdyttd4 varmistamaan tiivistelaskennan oikeellisuus.

Tiivistefunktio | Merkkijono Tiiviste

SHA-256 abcd1234” | E9CEE71AB932FDE863338D08BE4DESDF
E39EAO049BDAFB342CE659EC5450B69AE
SHA-1 ~abcd1234” | 7CE0359F12857F2A90C7DE465F40A95F01CB5DA9
MD5 ”abcd1234” | E19D5CD5AF0378DA05SF63F891C7467AF
4(17)
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2. TUNNISTAMINEN

2.1 Kayttajatunnus-salasana tunnistaminen

2.1.1 Kutsuviesti

Viesti

<form method=""post" action="https://testitunnistus.suomi.fi/VETUMALogin/app"'>
<input name="RCVID" value=""TESTIASIAKAS11"/>
<input name="APPID" value="VETUMA-APP2"/>
<input name="TIMESTMP" value=" 20061218145618328"/>
<input name="S0" value="3"/>
<input name="SOLIST" value="0,1,2,3,6"/>
<input name="TYPE" value="LOGIN"/>
<input name="AU" value="EXTAUTH"/>
<input name="LG" value="fi"/>
<input name="RETURL" value="https://localhost/Show.asp"/>
<input name="CANURL" value="https://localhost/ShowCancel.asp'/>
<input name="ERRURL" value="https://localhost/ShowError._asp"/>
<input name=""AP" value=""TESTIASIAKAS1"/>

<input name="MAC" value="
337AF984FDE331BE75513CF030B026F2F0B7052396C3E7F1213B7334C985A290" />

</form>

Data MAC laskentaan

TESTIASIAKAS11&VETUMA-

APP2&20061218145618328&3&0,1,2,3,6&LOGINGEXTAUTH& Fi&https://1ocalhost/Show.asp&htt
ps://1ocalhost/ShowCancel .asp&https://1ocalhost/ShowError . asp&TESTIASIAKASI&TESTIA
SI1AKAS11-617DC7C1714500BB7837C0B9486B67405FC66B0687C599E2400B57F10FOE1660&

MAC

337AF984FDE331BE75513CF030B026F2F0B7052396C3E7F1213B7334C985A290

2.1.2 Vastausviesti

Viesti

<form method="'post" action=" https://localhost/Show.asp'>
<input name="RCVID" value=""TESTIASIAKAS11"/>
<input name="TIMESTMP" value=" 20061218145730855"/>
<input name="S0" value="3"/>
<input name="USERID" value=""testuserl'/>
<input name="LG" value="fi""/>
<input name="RETURL" value="https://localhost/Show.asp"/>
<input name="CANURL" value="https://localhost/ShowCancel.asp'/>
<input name="ERRURL" value="https://localhost/ShowError._asp"/>
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<input name="MAC" value="
3EA3E8CI9CD207924859A4B6E9F7DF8EGE9C92259E83FA28F77B276587982F7AB"' />

<input name="SUBJECTDATA" value="ETUNIMIETUNIMI=Testi, SUKUNIMI=Kayttaja'/>
<input name="EXTRADATA"™ value=""HETU=010100-125f"/>
<input name="STATUS” value=""SUCCESSFUL”’/>

</form>

Data MAC laskentaan

TESTIASI1AKAS11&20061218145730855&3&testuserl&fFi&https://1ocalhost/Show.asp&https:/
/localhost/ShowCancel .asp&https://localhost/ShowError.asp&ETUNIMI=Testi,
SUKUNIMI=Kayttaja&HETU=010100-125F&SUCCESSFUL&TESTIASIAKAS11-
617DC7C1714500BB7837C0B9486B67405FC66B0687C599E2400B57F10F0OE1660&

MAC

3EA3E8CI9CD207924859A4B6EOF7DFS8EGE9CO2259E83FA28F77B276587982F7AB

2.2 Tupas tunnistaminen

2.2.1 Kutsuviesti

Viesti

<form method="post" action="https://testitunnistus.suomi.fi/VETUMALogin/app">
<input name="RCVID" value="TESTIASIAKAS11"/>
<input name="APPID" value="VETUMA-APP2"/>
<input name="TIMESTMP" value='20061218151424309"/>
<input name="S0" value="6"/>
<input name="SOLIST" value='"0,1,2,3,6"/>
<input name="TYPE"™ value="LOGIN"/>
<input name="AU" value="EXTAUTH"/>
<input name="LG" value="fi"/>
<input name="RETURL" value="https://localhost/Show.asp"/>
<input name="CANURL" value="https://localhost/ShowCancel.asp'/>
<input name="ERRURL" value="https://localhost/ShowError.asp"/>
<input name="AP" value=""TESTIASIAKAS11"/>

<input name="MAC"
value=""72A72A046BD5561BD1C47F3B77FC9456AD58C9C428CACF44D502834C9F8C02A3"" />

<input name="TRID” value="tridl1234567890°/>
</form>

Data MAC laskentaan

TESTIASIAKAS11&VETUMA-

APP2&20061218151424309&6&0,1,2,3,6&LOGINGEXTAUTH& Fi&https://1ocalhost/Show.asp&htt
ps://1ocalhost/ShowCancel .asp&https://1ocalhost/ShowError . asp&TESTIASIAKAS1&tridl2
34567890&TESTIASIAKAS11-
617DC7C1714500BB7837C0B9486B67405FC66B0687C599E2400B57F10FOE1660&

MAC

72A72A046BD5561BD1C47F3B77FC9456AD58C9C428CACF44D502834C9F8C02A3
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2.2.2 Vastausviesti

Viesti

<form method="post" action=" https://localhost/Show.asp'>
<input name="RCVID" value="TESTIASIAKAS11"/>
<input name="TIMESTMP" value='20061218151111798"/>
<input name="S0" value="'64"/>
<input name="USERID" value='"010101-123N"/>
<input name="LG" value="fi"/>
<input name="RETURL" value="https://localhost/Show.asp"/>
<input name="CANURL" value="https://localhost/ShowCancel.asp"'/>
<input name="ERRURL" value="https://localhost/ShowError._asp"/>

<input name="MAC" value="
EED39FAF927B582761A0C459B29D46FE3B39FB42A10814ABCFFOA379822842C3"' />

<input name=""SUBJECTDATA" value="ETUNIMI=Testaaja, SUKUNIMI=Teemu'/>
<input name="EXTRADATA"™ value="HETU=010101-123N"'/>
<input name="STATUS” value="SUCCESSFUL’/>
<input name="TRID” value="trid1234567890°/>
</form>

Data MAC laskentaan

TESTIASIAKAS11&20061218151529601&64&010101-
123N&Fi&https://1ocalhost/Show.asp&https://1ocalhost/ShowCancel .asp&https://localh
ost/ShowError.asp&ETUNIMI=Testaaja, SUKUNIMI=Teemu&HETU=010101-
123N&SUCCESSFUL&trid1234567890&TESTIASIAKAS11-
617DC7C1714500BB7837C0B9486B67405FC66B0687C599E2400B57F10FOE1660&

MAC

EED39FAF927B582761A0C459B29D46FE3B39FB42A10814ABCFFOA379822842C3

2.3 HST-tunnistautuminen laajennettua VTJ-hakua kayttaen

2.3.1 Kutsuviesti

Viesti

<form action="https://testitunnistus.suomi.fi/VETUMALogin/app''>
<input name="RCVID" value="TESTIASIAKAS11"/>
<input name="APPID" value="VETUMA-APP2"/>
<input name="TIMESTMP" value='20080124122835228"/>
<input name="S0" value="2"/>
<input name="SOLIST" value="1,2,6"/>
<input name="TYPE"™ value="LOGIN"/>
<input name="AU" value="EXTAUTH"/>
<input name="LG" value="fi"/>
<input name="RETURL" value="https://localhost/show.asp'/>
<input name="CANURL" value="https://localhost/showCancel.asp'/>
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<input name="ERRURL" value="https://localhost/showError._asp"/>
<input name=""AP" value=""TESTIASIAKAS1"/>
<input name="EXTRADATA"™ value="VTJTT=VTJ-VETUMA-Perus'/>

<input name="MAC"
value=""8A6F0245623D55B12EEA8FFD80D49E11CC3470EF4608333C87D7DEEODES53D83"' />

</form>

Data MAC laskentaan

TESTIASIAKAS11&VETUMA-
APP2&20080124122835228&2&1 ,2 ,6&LO0GINGEXTAUTH& Fi&https://1ocalhost/show.asp&https:/
/localhost/showCancel .asp&https://localhost/showError.asp&TESTIASIAKAS1&VTITT=VTI-
VETUMA-Perus&TESTIASIAKAS11-
617DC7C1714500BB7837C0B9486B67405FC66B0687C599E2400B57F10F0OE1660&

MAC

8A6F0245623D55B12EEA8FFD80D49E11CC3470EF4608333C87D7DEEODES53D83

2.3.2 Vastausviesti

Viesti

<form action="https://localhost/show.asp" method="post''>
<input name="RCVID" value="TESTIASIAKAS11" />
<input name="TIMESTMP" value=''20080124122922764" />
<input name="S0" value="2" />
<input name="USERID" value='"999999999" />
<input name="LG" value="fi" />
<input name="RETURL" value="https://localhost/show.asp" />
<input name="CANURL" value="https://localhost/showCancel .asp" />
<input name="ERRURL" value="https://localhost/showError.asp" />

<input name="MAC" value="
1CD8D7B495F1C3590FEE19AABO818F17CCC74DB70FD7E6B4D132754B72D685B5"" />

<input name="SUBJECTDATA" value="ETUNIMI=TESTI, SUKUNIMI=TESTI" />
<input name="EXTRADATA" value="HETU=010101-1119" />
<input name="STATUS" value="'SUCCESSFUL" />

<input name="VTJDATA" value=""%3C%3Fxml+version%3D%221.0%22+encoding%3D%221S0-
8859-
1%22%3F%3E%0A%3CTeeHenki lonTunnusKyse lyResul t%3E%3CVTJIHenk i loVastaussanoma+sano
matunnus%3D%22PERUSJHHS2%22+tietojenPoimintaaika%3D%2220080124122923%22+versio%
3D%221 . 0%22+xmIns%3D%22http%3A%2F%2Fxml . vrk . Fi%2Fschema®%2Fvtjkysely%22+xmIns%3A
vEJ%3D%22httph3A%2F%2Fxml _vrk . Fi%2Fschema%2Fvtj%2Fhenki lotiedot%2F1%22+xmIns%3A
XS 1%3D%22http%3A%2F%2Fwww - w3 . org%2F2001%2FXMLSchema-
instance%22+xsi%3AschemalLocation%3D%22http%h3A%2F%2Fxml .vrk . Fi%2Fschema%2Fvtjkys
ely+PERUSJHHS2 . xsd%22%3E%3CAs 1akas info%3E%3C InfoS%3E24 .01 .2008+12%3A29%3C%2F Inf
0S%3E%3CInFOoR%3E24 .01 .2008+12%3A29%3C%2F I nFOR%3E%3C InfoE%3E24 .01 .2008+12%3A29%3
C%2F InFoE%3E%3C%2FAs iakas info%3E%3CPaluukoodi+koodi%3D%220000%22%3EHaku+onnistu
1%3C%2FPaluukood i%3E%3CHakuperusteet%3E%3CHenki lotunnus+hakuperustePaluukoodi%3
D%224%22+hakuperusteTekstiE%3D%22Not+used%22+hakuperusteTekstiR%3D%22Betekninge
n+har+inte+anv%E4ndat%22+hakuperusteTekstiS%3D%22Tunnushakuperustettatei+ole+ka
ytetty%22%2F%3E%3CSahkoinenAsiointitunnus+hakuperustePaluukoodi%3D%221%22+hakup
erusteTekstiE%3D%22Found%22+hakuperusteTekstiR%3D%22Hi ttades%22+hakuperusteTeks
TiS%3DU22L%F6Yty 1 %22%3E999999999%3C%2FSahkoinenAsiointitunnus%3E%3C%2FHakuperus
teet%3E%3CHenki 10%3E%3CHenki lotunnus+voimassaolokoodi%3D%221%22%3E010101-
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1119%3C%2FHenki lotunnus%3E%3CNyky inenSukun imi%3E%3CSukunimi%3ETesti%3C%2FSukuni
MiI%3E%3C%2FNyKky inenSukunimi%3E%3CNykyisetEtunimet%3E%3CEtunimet%3ETesti%3Ch2FEL
unimet%3E%3C%2FNyky isetEtunimet%3E%3CVakinainenKotimainenLahiosoite%3E%3CLahios
ol teS%3EKatu+17+B+7%3C%2FLahiosoi teS%3E%3CLahiosoiteR%3EGatan+17+B+7%3C%2FLahio
soiteRU3E%3CPostinumero%3E65100%3C%2FPostinumero%3E%3CPostitoimipaikkaS%3EVAASA
%3C%2FPostitoimipaikkaS%3E%3CPostitoimipaikkaR%W3EVASA%3CH2FPostitoimipaikkaR%3E
%3CAsuminenAlkupvm®%3E20040725%3C%2FAsuminenAlkupvm%3E%3CAsuminenLoppupvm%2F%3E%
3C%2FVakinainenKotimainenLahiosoite%3E%3CVakinainenUlkomainenLahiosoite%3E%3CUI
komainenLahiosoite%2F%3E%3CUlkomainenPaikkakuntaJaValtioS%2F%3E%3CUlkomainenPai
kkakuntaJaVal tioR%2F%3E%3CUlkomainenPaikkakuntaJdaValtioSelvakiel inen%2F%3E%3CVa
1'tiokoodi3%2F%3E%3CAsuminenAlkupvm%2F%3E%3CAsuminenLoppupvm®%2F%3E%3C%2FVakinain
enUlkomainenLahiosoite%3E%3CKotikunta%3E%3CKuntanumero%3E905%3C%2FKuntanumero%3
E%3CKuntaS%3EVaasa®%3C%2FKuntaS%3E%3CKuntaR%3EVasa®%3Ch2FKuntaR%»3E%3CKuntasuhdeAl
kupvm%3E19970503%3C%2FKuntasuhdeAl kupvm%3E%3C%2FKotikunta%3E%3CKuol intiedot%3E%
3CKuo I inpvm%2F%3E%3C%2FKuol intiedot%3E%3CATdinkiel i%3E%3CKiel ikood 1%3EF1%3C%2FK
ielikoodi%3E%3CKiel iS%3Esuomi%3C%2FKiel i SU3E%3CKiel iIRW3EFinska%3C%2FKiel iR%3E%3
CKieliSelvakiel inen%2F%3E%3C%2FATdinkiel i%3E%3CSuomenKansalaisuusTietokoodi%3E1
%3C%2FSuomenKansalaisuusTietokood 1 %3E%3C%2FHenk i 10%3E%3C%2FVTJIHenki loVastaussan
oma%3E%3C%2FTeeHenki lonTunnuskKyselyResul t%3E" />

</form>

Data MAC laskentaan

TESTIASIAKAS11&200801241229227648&2&997096189&Fi&https://localhost/show.asp&https:/
/localhost/showCancel .asp&https://localhost/showError.asp&ETUNIMI=TESTI2675,

SUKUN IMI=JAVA-PRAVSTROM&HETU=051259-
999B&SUCCESSFUL&%3C%3FxmI+version%3D%221 . 0%22+encod ing%3D%22 1S0-8859-
1%22%3F%3E%0A%3CTeeHenki lonTunnusKyse lyResul t%3E%3CVTJIHenki loVastaussanoma+sanomat
unnus%3D%22PERUSJHHS2%22+tietojenPoimintaaika%3D%2220080124122923%22+versi0%3D%221
-0%22+xmIns%3D%22http%3A%2F%2Fxml . vrk . Fi%2Fschema%2Fvtjkysely%22+xmIns%3Avt j%3D%22
http%3A%2F%2Fxml . vrk. Fi%2Fschema%2Fvtj%2Fhenki lotiedot%2F1%22+xmIns%3Axsi%3D%22htt
pP%3A%2F%2Fwww . w3 . org%2F2001%2FXMLSchema-
instance%22+xsi%3AschemalLocation%3D%22http%3A%2F%2Fxml . vrk. Fi%2Fschema®%2Fvtjkysely
+PERUSJHHS2 . xsd%22%3E%3CAs 1akas i nfo%3E%3C InTfoS%3E24 .01 . 2008+12%3A29%3C%2F InFoS%3E%
3CInfoR%3E24 .01 .2008+12%3A29%3C%2F INFOR%3E%3C INnFOE%3E24 .01 . 2008+12%3A29%3C%2F InfoE
%3E%3CW2FAsiakasinfo%3E%3CPaluukoodi+koodi%3D%220000%22%3EHaku+onnistui%3C%2FPaluu
kood i%3E%3CHakuperusteet%3E%3CHenki lotunnus+hakuperustePaluukoodi%3D%224%22+hakupe
rusteTekstiE%3D%22Not+used%22+hakuperusteTekstiR%3D%22Betekningen+har+inte+anv%E4n
dat®%22+hakuperusteTekstiS%3D%22Tunnushakuperustettatei+olet+tkaytetty%22%2F%3E%3CSah
koinenAsiointitunnus+hakuperustePaluukoodi%3D%221%22+hakuperusteTekstiE%3D%22Found
%22+hakuperusteTekstiR%3D%22Hi ttades%22+hakuperusteTekstiS%3D%22L%F6yty 1%22%3E9999
99999%3C%2FSahkoinenAsiointitunnus%3E%3C%2FHakuperusteet%3E%3CHenki 10%3E%3CHenki 1o
tunnus+voimassaolokoodi%3D%221%22%3E010101-

1119%3C%2FHenki lotunnus%3E%3CNyky inenSukunimi%3E%3CSukunimi%3ETesti%3C%2FSukunimi%
3E%3C%2FNyky i nenSukunimi%3E%3CNyky i setEtunimet%3E%3CEtunimet%3ETesti%3C%2FEtunimet
%3EN3CU2FNyky isetEtunimet%3E%3CVakinainenKotimainenLahiosoite%3E%3CLahiosoiteS%3EK
atu+17+B+7%3C%2FLahiosoiteS%3E%3CLahiosoiteR%3EGatan+17+B+7%3C%2FLahiosoiteR%3E%3C
Postinumero%3E65100%3C%2FPostinumero%3E%3CPostitoimipaikkaS%3EVAASAN3Ch2FPostitoim
ipaikkaS%3E%3CPostitoimipaikkaR%3EVASA%3C%2FPostitoimipaikkaR%3E%3CAsuminenAlkupvm
%3E20040725%3C%2FAsuminenAl kupvm%3E%3CAsuminenLoppupvm%2F%3E%3C%2FVakinainenKotima
inenLahiosoite%3E%3CVakinainenUlkomainenLahiosoite%3E%3CUlkomainenLahiosoite%2F%3E
%3CUlkomainenPaikkakuntaJaVal tioS%2F%3E%3CUIkomainenPaikkakuntaJaValtioR%2F%3E%3CU
lkomainenPaikkakuntaJaValtioSelvakiel inen%2F%3E%3CValtiokoodi3%2F%3E%3CAsuminenAlk
upvm%2F%3E%3CAsuminenLoppupvm%2F%3E%3C%2FVakinainenUlkomainenLahiosoite%3E%3CKotik
unta%3E%3CKuntanumero%3E905%3C%2FKuntanumero%3E%3CKuntaS%3EVaasa%3Ch2FKuntaS%3E%3C
KuntaR%3EVasa%3C%2FKuntaR%3E%3CKuntasuhdeAl kupvm%3E19970503%3C%2FKuntasuhdeAlkupvm
%3E%3CU2FKotikunta%3E%3CKuol intiedot%3E%3CKuol i npvm%2F%3E%3C%2FKuol intiedot%3E%3CA
idinkieli%3E%3CKiel ikoodi%3EFi1%3C%2FKiel ikood i%3E%3CKiel i SW3Esuomi%3C%2FKiel i SH3E%
3CKiel iR%W3EFiInska%3C%2FKiel iIRW3E%3CKieliSelvakiel inen%2F%3E%3C%2FAidinkiel i%3E%3CS
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uomenKansalaisuusTietokood i%3E1%3C%2FSuomenKansalaisuusTietokoodi%3E%3C%2FHenki 1o%
3E%3C%2FVTJIHenki loVastaussanoma%3E%3C%2FTeeHenki lonTunnusKyselyResul t%3E&TESTIASIA
KAS11-617DC7C1714500BB7837C0B9486B67405FC66B0687C599E2400B57F10FOE1660&

MAC

1CD8D7B495F1C3590FEE19AABO818F17CCC74DB70FD7E6B4D132754B72D685B5
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3. HYVAKSYNTA

3.1 Tupas hyvéaksynta

3.1.1 Kutsuviesti

Viesti

<form method=""post" action="https://testitunnistus.suomi.fi/VETUMALogin/app"'>

<input
<input
<input
<input
<input
<input
<input
<input
<input
<input
<input
<input
<input
<input

value="EB76CD3F9E1B48CB2AC249B45612235723D1A7791AF9F50ED4BBC6EF138F4C62" />

</form>

name="RCVID" value=""TESTIASIAKAS11"/>

name="APPID" value="VETUMA-APP2"/>

name="TIMESTMP"" value='20061218152447033"/>

name=""S0" value="6"/>

name="SOLIST" value="6"/>

name="TYPE" value="LOGIN"/>

name="AU"" value=""CONFIRM"/>

name=""USERID" value=""010101-123N""/>

name="LG" value="fi1"/>

name=""RETURL" value=""https://localhost/Show.asp"/>
name=""CANURL" value="https://localhost/ShowCancel .asp'/>
name=""ERRURL" value="https://localhost/ShowError._asp"/>
name="AP" value="TESTIASIAKAS1"/>

name=""MAC"

Data MAC laskentaan

TESTIASIAKAS11&VETUMA-APP2&20061218152447033&6&6&L0G IN&CONFIRM&010101 -
123N&Fi&https://1ocalhost/Show.asp&https://localhost/ShowCancel .asp&https://localh
ost/ShowError.asp&TESTIASIAKAS1&TESTIASIAKAS11-
617DC7C1714500BB7837C0B9486B67405FC66B0687C599E2400B57F10FOE1660&

MAC

EB76CD3F9E1B48CB2AC249B45612235723D1A7791AF9F50ED4BBC6EF138F4C62

3.1.2 Vastausviesti

Viesti

<form method="post"™ action=" https://localhost/Show.asp'>

<input
<input
<input
<input
<input

name=""RCVID" value="TESTIASIAKAS11"/>
name="TIMESTMP" value='20061218152733718"/>
name=""S0" value="64"/>

name=""USERID" value=""010101-123N"/>
name="LG" value="Ffi'/>
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<input
<input
<input
<input

9CA019BE6CC6B353E7CF3B43FD8F8F74A035EASFC9782155EA471B524E6967B1"' />
<input name="SUBJECTDATA" value="ETUNIMI=Testaaja, SUKUNIMI=Teemu'/>

<input
<input
</form>

name=""RETURL" value="https://localhost/Show.asp"'/>
name=""CANURL" value="https://localhost/ShowCancel .asp'/>
name="ERRURL" value="https://localhost/ShowError.asp"/>
name="MAC" value="'

name="EXTRADATA" value="010100-123D"/>
name=""STATUS” value=""SUCCESSFUL’/>

Data MAC laskentaan

TESTIAS1AKAS11&20061218152733718&64&010101-

123N&Fi&https://l1ocalhost/Show.asp&https://localhost/ShowCancel .asp&https://localh

ost/ShowError.asp&ETUNIMI=Testaaja, SUKUNIMI=Teemu&HETU=010101-
123N&SUCCESSFUL&TESTIASIAKAS11-
617DC7C1714500BB7837C0B9486B67405FC66B0687C599E2400B57F10F0OE1660&

MAC

9CA019BEGCC6B353E7CF3B43FD8F8F74A035EASFCO782155EA471B524E6967B1

© Copyright Fujitsu Services Oy
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4. KISTAMATON ALLEKIRJOITUS
4.1 HST-kortilla

4.1.1 Kutsuviesti

Viesti

<form method=""post" action="https://testitunnistus.suomi.fi/VETUMALogin/app"'>
<input name="RCVID" value=""TESTIASIAKAS11"/>
<input name="APPID" value="VETUMA-APP2"/>
<input name="TIMESTMP" value='"20061218153022233"/>
<input name="S0" value="2"/>
<input name=""SOLIST" value="2"/>
<input name="TYPE" value="LOGIN"/>
<input name="AU" value="'SIGNATURE"/>
<input name="LG" value="fi"/>
<input name="RETURL" value="https://localhost/Show.asp"/>
<input name="CANURL" value="https://localhost/ShowCancel.asp'/>
<input name="ERRURL" value="https://localhost/ShowError._asp"/>
<input name=""AP" value=""TESTIASIAKAS1"/>
<input name="TTS" value="Text to be signed'/>

<input name="MAC"
value=""D2632B51962117D56D3B9521BCO855A97EOSEB3774C4FEFACI806A469E97AA19" />

<input name="EXTRADATA"™ value="VTJ1"/>
</form>

Data MAC laskentaan

TESTIASIAKAS11&VETUMA-
APP2&20061218153022233&28&1 ,2&LOGIN&S IGNATURE&Fi&https://1ocalhost/Show.asp&https:/
/l1ocalhost/ShowCancel .asp&https://localhost/ShowError.asp&TESTIASIAKAS1&Text to be
signed&VTJ1&TESTIASIAKAS11-
617DC7C1714500BB7837C0B9486B67405FC66B0687C599E2400B57F10F0OE1660&

MAC

5D6A25B3448F7B2834BAE7965956863AEEE4D619040EO0AG678F37DC43C2D10626

4.1.2 Vastausviesti

Viesti

<form method="post"™ action=" https://localhost/Show.asp'>
<input name="RCVID" value="TESTIASIAKAS11"/>
<input name="TIMESTMP" value="20061218153209971"/>
<input name="S0" value="2"/>
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<input name="USERID" value='997096090"/>

<input name="LG" value="fi"/>

<input name="RETURL" value="https://localhost/Show.asp"/>
<input name="CANURL" value="https://localhost/ShowCancel .asp"'/>
<input name="ERRURL" value="https://localhost/ShowError._asp"/>
<input name="TTS" value="Text to be signed'/>

<input name="MAC" value="
4DBB4073DBCEED34283EC101B1991475013B3C7ED4C3DEEF34FDAA2C62F89B16" />

<input name="SIGNATURE" value= "'

MITHFAYJKoZ IhveNAQcCol IHbTCCB2kCAQEXCzAJIBgUrDgMCGgUAMCAGCSAGS Ib3DQEHAaATBBFUZXh
OIHRVIGJI 1HNpZ251ZKCCBZ8wggWbM I 1Eg6ADAQECAgQF9X2rMAOGCSqGS 1 b3DQEBBQUAMIGBMQswCQ
YDVQQGEWJIGSTEQMA4GALUECBMHRmlubGFUZDE jJMCEGALUEChMaVmF1c3RvemViraXNOZXJpa2Vza3vzl
FRFU1QXGDAWBgNVBASTD1R I c3RpdmFybWVudGV IdDEhMB8GALUEAXMYVIJLIENBIGZvciBUZXNOIFB1
cnBvc2VzMB4XDTALIMTAYNDEWND 1 ZN1oXDTEWMTAWN j IXNTk10VowezELMAKGALUEBhMCRKkXE jAQBgN
VBAUTCTK5NZzA5N j ASMDESMBAGALUEKhMIVEVTVEKYNj Y2MRcwFQYDVQQEFASKQVZBLVBSXVZTVFLWTT
ErMCKGALUEAXQI SKFWQS1QUsVWU1RS1kOgVEVTVEKYN] Y2 IDk5NzASN JASMDCBNTANBgkghk 1 GOWOBA
QEFAAOBi1wAwWgYcCgYEAKXROBSOYX99pLKCcRKyy+QSVA/33+dc24aqvICzt58ymDhhux900D5uy+eKIU
h318jWRVhPWRtVQkrwlNzTgX19gKIMuXZt85KjSKrgalP7Z+S0wd4Md5119CSoMIdDKV7wEyeUL rAwh
pojLSat9sSvoSmsGuy4cUpokPUcxKKzcCAQOjggKkMI1 I CoDAMBgNVHRMBATSEA JAAMIG jBgNVHSAEQZ
swgZgwgZUGCSqBdoQFYwoCATCBhzBcBggrBgEFBQCCAJBQGK5UAXR1c3R1IHZheml 1bm5cG9saXRpa
WErYWFulCOgc2UgY2VydG ImaWwthdCBwb2xpY3kgaHROcDovL3d3dy5maWs laWwQuzZmkvY3BzOTkwIwY 1
KwYBBQUHAgQEWG2hOdHA6LY93d3cuzZmluzWikLmZpL2Nwczk5LzA/BggrBgEFBQCBAQQzMDEWLWY TKwY
BBQUHMAKG I 2hOdHAGBLY9wcm94eS5maws laWQuzZmkvY2EvdnJrdHAuY3JOMCWGALUdEQQIMCOBIXRIc3
RpMJY2Ni5gYXZhLXByYXZzdHJIvbUBOZXNOaS5maTAYBggrBgEFBQCBAWQMMAOWCAYGBACORGEBMA4GA
1UdDwWEB/wWQEAwW I GQDATBgNVHSMEGDAWGBRYMR i HWF6T555V+cBK4Y/zSpZYD jCCAQ8GALUdHWSCAQYwW
ggECMCugKaAnhiVodHRwO18vcHIveHkuZmluZWlkLmZpL2NybC92cmtOcGMuY3JsMIHSo IHPo 1HMhoH
JbGRhcDovL2xkYXAuZmluZWIkLmZpOjM40S9jbiUzZFZSSyUyMENBIT IwZm9yJT IwVGVzdCUyMFB1cn
Bvc2VzLG91JITNKVGVzdGI2YXJItZW50ZWVOLG8 IM2RWYWVZzdGOyZWtpc3RIcml rZXNrdXMIMjBURVNUL
GRtZE5hbWUIM2RGSUS5FSUQsYyUzZEZJIP2NIcnRpZml jJ YXRIUMV2b2NhdG 1 vbkxpc3Q/P291amVjdENs
YXNzPWNSTERpc3RyaWJ1dGlvbIBvaW50MBOGA1UdDgQWBBQEGY jLmUEYyps0JZ8p I SV7ATww3mTANBgk
ghkiGOWOBAQUFAAOCAQEAAZSENPOMBVM1C1sOFtYCH+00eY9eh7hZjFwC8FZ/pushzfrGflkvtLCOIL
Zu/ZFXNtBnfroTc3MNOugVPDyYXJTQtcZbdwmsu3uMWhgkUFyhWhGKpMJImB j JQDpQ I JkSzHWLOv70ol 1
m+XsS6EzJvLEM54Z2Z11V2qjp8TL3Xk I TqI9PNBKS3X0ab5L/QBUsOWrGCcU3RKXDSTIBAZ31X/is1350YH
ewKYsoYEFJj+S9D5dtBol1f3srAzm07p9ixDQLtKHp4ar7G3PD6Z+yJala2torBF6R3uOL7gPLVkeeen
d9bmOR8JL+GWFXNGx07 iMMdMOcEspcJd/ 1 5C5Dw2emcAGE j GCAZAwggGMAgEBM I GKM I GBMQswCQYDVQ
QGEwWJGSTEQMA4GA1UECBMHRmIubGFuZDEJMCEGALUEChMaVmFIc3RvemVraXNOzXJpa2Vza3vz IFRFU
1QxXGDAWBgNVBASTD1R 1 c3RpdmFybWVudGV 1dDEhMB8GALUEAXMYVIJLIENBIGZvciBUZXNOIFB1cnBv
c2VzAgQF9x2rMAKGBSsOAW1aBQCgXTAYBgkghk i GOWOBCQMxCwY JKoZ IhvcNAQcBMBWGCSgGS 1b3DQE
JBTEPFwOWN j EyMTgxMzMxMzdaMCMGCSqGS I1b3DQEJBDEWBBT i/iBoz1pR2JalEqFI0OLjhel1BgTANBg
kghk 1 GOWOBAQEFAASBgHJIVY796Z0G+vwOWUyx4BJ6J I jMjKjFYcPAIMzdj 1tDyg8phqv7Gk4nWa9 I XL
2anHR8d0981Mc27Z13013SHWLAEBrhWQgkED8QsYDul2BDiEANFW7j raZucz2U2bHPaiCnxvnR6kzVj
0zgeSB7EFNTTd1VhIN1hYKLXAOEYyMGOW" />

<input name="SIGNATURESTATUS" value="Valid'"/>
<input name="SUBJECTDATA" value=" ETUNIMI=TESTI2666, SUKUNIMI=JAVA-PRAVSTROM"/>
<input name="EXTRADATA"™ value=""HETU=180537-851M"/>
<input name="STATUS” value="SUCCESSFUL’/>
</form>

Data MAC laskentaan

TESTIASI1AKAS11&20061218153209971&2&997096090&Fi&https://1ocalhost/Show.asp&https:/
/localhost/ShowCancel .asp&https://localhost/ShowError.asp&Text to be

signed&M 1 IHFAYJKoZ IhveNAQcCo Il IHbTCCB2kCAQEXCzAJBgUrDgMCGgUAMCAGCSQGS I1b3DQEHAQATBBF
UZXhOIHRvIGJI IHNpZ251ZKCCBZ8wggWbM I 1Eg6ADAgECAgQF9X2rMAOGCSgGS 1b3DQEBBQUAMIGBMQswC
QYDVQQGEWJGSTEQMA4GA1UECBMHRmIubGFUZDE jJMCEGALUEChMaVmFIc3RvemVraXNOZXJpa2Vza3Vz I FR
FU1QxGDAWBgNVBASTD1R I c3RpdmFybWVudGV IdDEhMB8BGALUEAXMYVIJLIENBIGZvCiBUZXNOIFB1cnBvc
2VzMBAXDTAIMTAYNDEWND 1 ZN1oXDTEWMTAWN j I XNTk10VowezEL MAKGALUEBhMCRKKXE j AQBgNVBAUTCTK

14 (17)
© Copyright Fujitsu Services Oy



VETUMA Sanomaesimerkit Tekninen kuvaus

P
FUJITSU

Sivu 15 Versio: 0.6, 24.1.2008

5NzA5N jJASMDESMBAGALUEKhMJIVEVTVEKyYNJ Y2MRcwFQYDVQQEFASKQVZBLYBSXVZTVFLWTTErMCkGAL1UEA
XQi SKFWQS1QUsVWU1RS1kOgVEVTVEKyYNJ Y21 Dk5NzAS5NjASMDCBNTANBgkghk 1 GOWOBAQEFAAOBiwAwgYcC
CgYEAKXROBSOYX99pLKCcRKyy+QSVA/33+dc24aqvJCzt58ymDhhux900D5uy+eK1Uh318JWRVhPWRtVQKr
wINZzTgX19gKIMuXZt85KjSKrgalP7Z+S0wd4Md5119CSoMIdDKV7wEyeULrAwhpojLSat9sSvoSmsGuy4c
UpokPUcxKKzcCAQOjggKkMI 1CoDAMBgNVHRMBAT8EA j AAMIG JBgNVHSAEgZswgZgwgZUGCSqBdoQFYwoCA
TCBhzBcBggrBgEFBQCcCA jBQGk5UdXR1c3R1 IHZhecm1bm5 1 cG9saXRpaWtrYWFulCOgc2UgY2VydGImaWwt
hdCBwb2xpY3kgaHROcDovL3d3dy5maw5 laWQuzZmkvY3BzOTkwJwY I KwYBBQUHAgQEWG2hOdHAGLY93d3cuz
mluzZWIkLmZpL2Nwczk5LzA/BggrBgEFBQCcBAQQzMDEwWLWY IKwYBBQUHMAKG 12h0dHABLY9wcm94eS5maWs
laWQuZmkvY2EvdnJrdHAuY3JOMCwGALUdEQQ IMCOB IXRICc3RpMj Y2Ni15qYXZhLXByYXZzdHIvbUBOZXNOa
S5maTAYBggrBgEFBQcBAWQMMAOWCAYGBACORgEBMA4GA1UdDWEB/WQEAW I GQDATBgNVHSMEGDAWGBRYMR i
HWF6T555V+cBK4Y/zSpZYDjCCAQ8GALUdHWSCAQYwggECMCugKaAnhiVodHRwO i 8vcHIveHkuZmluzWikL
mZpL2NybC92cmt0cGMuY3JIsMIHSo IHPo IHMhoHJbGRhcDovL2xKYXAuZmluZWIkLmZpOjM40S9jbiUzZFZ
SSyUyMENBJT IwZm9yJT IwVGVzdCUyMFB1cnBvc2VzLG91ITNKVGYVzdG12YXJItZW50ZWVOLG8 IM2RWYWVzd
G9yZWtpc3RIcml rZXNrdXMIMjBURVNULGRtZES5hbWUIM2RGSUSFSUQsYyUzZEZJIP2NIcnRpZml j YXRIUmMV
2b2NhdGlvbkxpc3Q/P29iamVjdENSYXNzPWNSTERpc3RyawJ1dG1vb 1BvaWw50MBOGA1UADgQWBBQEGY jLm
UEyps0JZ8p I SV7AiTIww3mTANBgkghk i GOWOBAQUFAAOCAQEAAZSENPOMBVM1C1sOFtYCH+00eY9eh7hZjFw
C8FZ/pushzfrGflkvtLCOILZU/ZFXNtBnFroTc3MNOugVPDyYXJFQtcZbdwmsu3uMWhgkUFyhWhGKpMJImB
JJIODPQIIKSZHWLIV70 1 Im+xs6EzJvL6M54Z2Z1 1V2qjp8TL3XKIFg9PNBKS3X0ab5L/QBUsOwWrGcU3RKXDS
TIBAZ31X/is1350YHewKYsSoYEFJ j+S9D5dtBol1f3srAzm07p9ixDQLtKHp4ar7G3PD6Z+yJala2torBF6R
3uOL7gPLVkeeend9bmOR8JIL+GWFXNGXO7 iMMdMOcEspcJd/ i 5C5Dw2emcAGE j GCAZAwggGMAGEBMIGKMIG
BMQswCQYDVQQGEWJIGSTEQMA4GALUECBMHRmIubGFuZDE JMCEGALUEChMaVmFIc3RvemVraXN0ZXJpa2Vza
3Vz I FRFU1QxGDAWBgNVBASTD1R I c3RpdmFybWVudGV 1dDEhMB8GALUEAXMYVIJLIENBIGZvciBUZXNOIFB
1cnBvc2VzAgQF9Ix2rMAKGBSsOAw 1aBQCgXTAYBgkghk 1 GOwOBCQMxCwYJKoZ hveNAQecBMBWGCSqGS 1b3D
QEJBTEPFwWOWN j EyMTgxMzMxMzdaMCMGCSqGS 1b3DQEJBDEWBBT 1/ iBoz1pR2JalEqfIOLjhel1BqTANBgk
ghkiGOWOBAQEFAASBgHJVY796Z0G+vwOWUyx4BJ6J I jJMjKjFYCPAIMzd j1tDyg8phqv7Gk4nWal I XL2anH
R8d0981IMc27Z13013SHWLAEBrhWQqkED8QsYDu I 2BDiEANrW7 jraZucz2U2bHPaiCnxvnR6kzVjozgeSB7
EFNTTd1VhIN1hYKLXAOEyMGOW&Val id&ETUNIMI=TESTI12666, SUKUNIMI=JAVA-
PRAVSTROM&HETU=180537-851M&SUCCESSFUL&TESTIASIAKAS11 -
617DC7C1714500BB7837C0B9486B67405FC66B0687C599E2400B57F10FOE1660&

MAC

4DBB4073DBCEED34283EC101B1991475013B3C7ED4C3DEEF34FDAA2C62F89B16
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5. MAKSAMINEN

5.1 Pankkimaksaminen

5.1.1 Kutsuviesti

Viesti

<form method="'post" action="https://testitunnistus.suomi.fi/VETUMAPayment/''>
<input name="RCVID" value=""TESTIASIAKAS11"/>
<input name="APPID" value=""PAYMENT-APP2"/>
<input name="TIMESTMP" value='20061218154107161"/>
<input name="S0" value="""/>
<input name="SOLIST" value="P,L"/>
<input name="TYPE"™ value=""PAYMENT"/>
<input name="AU" value=""PAY"/>
<input name="LG" value="fi"/>
<input name="RETURL" value="https://localhost/ShowPayment.asp"/>
<input name="CANURL" value="https://localhost/ShowCancel.asp'/>
<input name="ERRURL" value="https://localhost/ShowError._asp"/>
<input name=""AP" value=""TESTIASIAKAS1"/>

<input name="MAC" value=
""CAED133AAC44232EB15516D5DC55558AA55F34D3DDES4D6F4A011647708CCBC2" />

<input name="APPNAME" value="Text to be shown'/>

<input name="AM" value=''100,00"/>

<input name="REF" value='1234561"/>

<input name="ORDNR" value="123"/>

<input name="MSGBUYER" value="Message to buyer"/>

<input name="MSGSELLER"™ value="Message to seller/>

<input name="MSGFORM" value="'Message to form'/>
</form>

Data MAC laskentaan

TESTIASIAKAS11&PAYMENT -
APP2&20061218154107161&&P , L&PAYMENT&PAY&Fi&https://1ocalhost/ShowPayment.asp&https
://1ocalhost/ShowCancel .asp&https://1ocalhost/ShowError . asp&TESTIASIAKAS1&Text to
be shown&100,00&1234561&123&Message to buyer&Message to seller&Message to
Form&TESTIASIAKAS11-
873C992B8C4C01EC8355500CAA709B37EA43BC2E591ABF29FEESEAFE4DCBFA35&

MAC

CAED133AAC44232EB15516D5DC55558AA55F34D3DDES4D6F4A011647708CCBC2
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5.1.2 Vastausviesti
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Viesti

<form method="post" action=" https://localhost/ShowPayment.asp'>
<input name="RCVID" value="TESTIASIAKAS11"/>
<input name="TIMESTMP" value='"20060512133124000"/>
<input name="S0" value=""P2"/>
<input name="LG" value="fi"/>
<input name="RETURL" value="https://localhost/ShowPayment.asp"/>
<input name=""CANURL" value="https://localhost/ShowCancel .asp'/>
<input name="ERRURL" value="https://localhost/ShowError.asp"/>

<input name="MAC" value=
""61397453AAF0A93C2242EFD8813436C58B069B3F38041FC19CD900974B8EQ984 />

<input name="PAYID" value="166449462440200"/>

<input name="REF" value='1234561"/>

<input name="ORDNR" value="123"/>

<input name="PAID" value="061225881NWX0000"'/>

<input name=""STATUS" value="'SUCCESSFUL"/>
</form>

Data MAC laskentaan

TESTIASI1AKAS11&20061218154432445&P2&Fi&https://1ocalhost/ShowPayment.asp&https://1
ocalhost/ShowCancel .asp&https://1ocalhost/ShowError .asp&166449462440200&12345618&12

3806122588 INWXOOO0&SUCCESSFUL&TESTIASIAKAS11-
873C992B8C4CO1EC8355500CAA709B37EA43BC2E591ABF29FEESEAFE4ADCBFA35&

MAC

61397453AAF0A93C2242EFD8813436C58B069B3F38041FC19CD900974B8E9984

5.2 Maksunpalautus

Maksunpalautuksen sanomaesimerkit lisdtddn myéhemmin dokumentin seuraavaan versioon.
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